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Abstract 

This paper addresses a research agenda of the regulatory challenges of digital financial 

platforms. After approaching the nature of digital financial platforms, the decentralized 

finances that arise with distributed ledger technologies are analyzed. These are 

phenomena that converge towards business models with a tendency towards 

concentration that generate risks for the stability of the financial system and user's 

protection. In order to respond to these regulatory challenges, an improvement in the 

governance of financial platforms is proposed, combining the traditional rules of good 

governance with the internal governance of business models based on distributed ledger 

technologies. It is also proposed to take advantage of the platform regime on open 

banking, crowdfunding and crypto assets to formulate global standards that facilitate the 

regulation of digital financial platforms. In turn, regulatory sandbox facilitates the 

learning of regulators and the legal colonization of financial platforms. 
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I. APPROACH 

In recent years, there has been a trend towards platformisation in the provision of 

financial services.1 This trend involves the creation of infrastructures that offer, through 

internet-accessible applications, all kinds of financial services, creating financial 

ecosystems. In this article we approach the research agenda for this phenomenon from a 

legal perspective in order to examine its governance and the challenges it poses for 

financial regulation with a view to offering some legislative policy proposals. This article 

begins with an approach to the notion of a digital financial platform and the technology 

that drives it, with special reference to BigTech. This is followed by an analysis of 

governance issues, in particular for platforms using distributed ledger technology, and the 

regulatory response from an EU perspective, before concluding with the key points of the 

proposed research agenda. 

II. DIGITAL FINANCIAL PLATFORMS 

New technologies applied to finance are enabling the creation of digital financial 

platforms with market power, a phenomenon of platformisation driven by the use of 

applications based on distributed ledger technologies (DLTs).2 For this purpose, we use 

a broad concept of a digital financial platform as a digital technology infrastructure that 

facilitates and enables the provision of financial services. More precisely, the best 

doctrine defines them as "multilateral information technology (IT) systems that connect 

a network of participating institutions to each other and to the operator of each system, 

 

1 See EBA (2021), Report on the use of digital platforms in the eu banking and payments sector, 

EBA/REP/2021/26, passim, "consistent with the core drivers of platformisation across all sectors of the EU 

economy" (p. 8). Trend accentuated by the pandemic, with benefits and risks (ESMA, Report on Trends, 

Risks and Vulnerabilities, No. 2, 2021, pp. 32 and 54). Also highlighted by EIOPA (2021), Digital 

Transformation Strategy, pp. 10 and 12. Also commented on by ARNER, D. W., BUCKLEY, R. P., 

CHARAMBA, K., SERGEEV, A., & ZETZSCHE, D. A. (2021), "BigTech and Platform Finance: 

Governing FinTech 4.0 for Sustainable Development", "as the central characteristics of FinTech 4.0" (p. 

30). 

2 It is these state-of-the-art financial platforms that are analysed here. For an evolution of platforms and 

their regulation, see AMMANNATI, L. (2021), "Verso un diritto delle paitaforma digitale?", 

AMMANNATI, L., et al (dirs.), Algoritmi, Big Data, piattaforme digitali. La regolazione dei mercati in 

trasformazione, pp. 3-21. 
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for the purpose of conducting financial transactions".3 The fact is that with the new 

information technologies, financial platforms for asset management and automated 

advice, trading and lending are emerging, with a tendency towards oligopoly as is already 

the case in BigTech-dominated trading platforms.4 The Internet also emerged as an open 

and decentralised system, as a threat to the status quo. Today, however, a handful of 

platforms dominate global commerce. The same may be true for digital financial 

platforms, with the peculiarity that they are about finance and their development creates 

a systemic risk for the financial market that needs to be addressed. 

Digital financial platforms or simply "financial platforms" are new infrastructures that 

facilitate financial transactions. They operate with economies of scale, with a network 

effect, and are data-driven.5 Platform users are not merely passive consumers but active 

contributors to the success of the platform itself. Each new user who shares his or her data 

with the platform thus contributes to improving the quality of the service and extending 

its business. Among other developments, access to user and transaction data enables 

platforms to provide better risk management systems to support financial decision- 

making. In turn, financial platforms can facilitate access to credit for small and medium-

sized enterprises.6 However, they are not businesses that are geared towards financial 

inclusion.7 

There is talk of disruption, of a new way of doing things. The truth is that this 

phenomenon of digitalisation and datification depersonalises the bank-customer 

 

3 ZETZSCHE, D. A., BIRDTHISTLE, W. A., ARNER, D. W., & BUCKLEY, R. PP. (2020), "Digital 

Finance Platforms: Toward a New Regulatory Paradigm", U. Pa. J. Bus. L. 23, p. 285. 

4 By Bigtech we mean the US GAFAs (Google, Apple, Facebook and Amazon) and the Chinese BATs 

(Baidu, Alibaba and Tencent). 

5 ZETSCHE, D. A., BUCKLEY, R. P., ARNER, D. W., & BARBERIS, J. N. (2017), "From FinTech 

to TechFin: the regulatory challenges of data-driven finance", NYUJL & Bus. 14, pp. 393-446; "data gives 

them a real advantage in the provision of financial services" (p. 444). 

6 See AVGOULEAS, E. and SERETAKIS, A. (2021), "Governing the Digital Finance Value-Chain in 

the EU: MIFID II, the Digital Package, and the Large Gaps between! "European Company Law and 

Financial Law Review, pp. 17-19 and 33. 

7 CROXSON, K., VALLETTI, T., GAMBACORTA, L., & FROST, J. (2022), "Platform-based 

business models and financial inclusion", BIS Working Papers, No 986, p. 26. 
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relationship.8 A system of open finance is emerging, associated with democratisation and 

ease of access to financial products and services.9 However, it is a system that tends 

towards concentration, sometimes through hybrid platforms involving traditional 

financial groups.10 

Fintech development is driven by the use of applications through platforms that make 

use of data aggregation and algorithmic analysis. Bigtechs have the technology and 

capital to drive platform services.11 They are more interested in consolidating business 

through data capture than in providing financial services.12 They create a relationship 

based on trust or "digital fiducia"13 that allows them to build user loyalty and extend 

financial and non-financial business. They act as guides and prescribers. They segregate 

and personalise the services they offer. They anticipate their customers' wishes. They 

create a relationship of dependence that affects competition. 

The entry of BigTech in the financial market is a phenomenon analysed by the 

Financial Stability Board from the perspective of stability and the systemic risk it may 

 

8 See ZETZSCHE, D. and WEBER, R. H. (2020), "The evolution and future of data-driven finance in 

the EU", Common Market Law Review, vol. 57, pp. 331-360, for whom "finance, data and technology are 

now intertwined as a result of a long-term process of digitization and datafication of finance". 

9 In essence: "open banking facilitates greatly increased levels of democratization of finance by enabling 

participants to simply, swiftly, and safely provide their raw financial data to competitors of their current 

financial services provider" (ZETZSCHE, Dirk A.; ARNER, Douglas W.; BUCKLEY, Ross PÁGS. 

(2020), "Decentralized finance", Journal of Financial Regulation, Vol. 6, No. 2, p. 198). 

10 See LANGLEY, P.; LEYSHON, A. (2021), "The platform political economy of fintech: 

Reintermediation, consolidation and capitalisation", New Political Economy, vol. 26, no 3, pp. 376-388 ; 

"in a processes of platform reintermediation". 

11 See LANGLEY, P.; LEYSHON, A. (2021), "The platform political economy of fintech: 

Reintermediation, consolidation and capitalisation", New Political Economy, vol. 26, no 3, pp. 376-388, 

for whom: "BigTech platforms, in short, provide the highly centralised infrastructures upon which the 

'sectoral platforms' of FinTech are built and organised". 

12 With synergies between commercial and financial services, according to CANEPA, A., "Big Tech e 

mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un "approdo" con offerta "à la carte"", Rivista 

Trimestrale di Diritto dell'Economia, 3/2021, p. 469. This has been noted by the Bank of Italy in an 

evaluation report on Open Banking (BANCA D'ITALIA, PSD2 e Open Banking: nuovi modelli di business 

e rischi emergente, November 2021), according to which the services "are offered to customers free of 

charge as intermediaries and FinTech operators aim to generate revenue, rather than through the application 

of commissions/fees, through the use of customer data" (p. 27). 27). 

13 CANEPA, A., "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un 

"approdo" con offerta "à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 471. 
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generate.14 Their competitive advantages, due to their broad customer base, data analysis 

and the multiplier effect of economies of scale and the network effect, place them as 

potential dominant players.15 This exceeds the business of native Fintechs (start-ups) 

which by the way are being acquired by BigTech or traditional banks. Hence the attention 

of regulators and central banks is directed towards monitoring financial platforms in 

particular, in which BigTechs are involved. 

BigTech provides financial services to end-users, in particular payment services.16 

They also offer credit and investment management. These are combined services driven 

by data analytics. Most commonly, BigTechs collaborate with traditional banks in the 

provision of financial services. In this way, they avoid applying for license to provide the 

financial service and the associated compliance burden. In turn, banks become platforms 

that use BigTech applications. It is a game of interests. Banks extend and consolidate 

their own business in exchange for using applications that allow BigTech to access end-

users' data, profile them, anticipate their needs and offer them all kinds of financial and 

non-financial services. Among other advantages, digital profiling reduces the need for 

collateral requirements in the granting of credit. The ease of access and the instantaneous 

provision of a wide range of financial services surpasses the quality of traditional services. 

The app user becomes a BigTech customer. The BigTech application overlaps the 

 

14 FSB (2019), "FinTech and market structure in financial services: Market developments and potential 

financial stability implications", pp. 12-16, analysing their competitive advantages vis-à-vis traditional 

banking, using "proprietary customer data from their non-financial-service operations" (p. 159). 

15 See CROXSON, K., VALLETTI, T., GAMBACORTA, L., & FROST, J. (2022), "Platform-based 

business models and financial inclusion", 2021, BIS Working Papers, No. 986," through the advantages 

afforded by the so-called data-network activities (DNA) feedback loop, raising competition concerns" (p. 

2). 

16 In this regard, they are authorised to provide payment services. Thus, with regard to the provision of 

services in the European Union as of 28 April 2022: "Amazon Payments Europe S.C.A." is a company 

domiciled in Luxembourg, authorised by the Commission de Surveillance du Secteur Financier as an 

Electronic Money Institution. "Google Payment Ireland Limited is a payment institution authorised by the 

Central Bank of Ireland. "Facebook Payments International Limited" is authorised by the Central Bank of 

Ireland as "E-Money Institutions PSD2". While "Apple Distribution International Limited" is a "Service 

Provider Excluded from Scope of PSD2", as "instruments which can be used only to acquire a very limited 

range of goods or services", according to the Central Bank of Ireland, where it is registered as an "Insurance, 

Reinsurance or Ancillary Insurance Intermediary". 
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banking contract that binds the end customer to the bank.17 The banking infrastructure is 

used to access data through applications. Payment and credit to the buyer are diluted in 

the commercial transaction.18 The end user becomes a customer of the BigTech platform 

without being fully aware of the division of tasks between BigTech and the bank. The 

bank retains account management and compliance obligations in relation to the provision 

of financial services. The payment instruments and infrastructures remain unchanged, 

what changes is the means of communication with the customer.19 The customer no 

longer goes to the bank's branch or e-banking to carry out transactions. They now operate 

through the application made available to them by BigTech. 

BigTech platforms provide non-financial enabling services such as cloud services, 

which are essential for the efficient operation of the platform, leading to their 

characterisation as financial markets utilities, in the field of outsourcing the provision of 

technical services.20 With this architecture, there is a risk of concentrating market power 

in the platforms.  

There is a variety of business models.21 Among the most prominent digital financial 

platforms are Blackrock's Aladdin and China's Ant Financial ecosystem. Aladdin is a 

portfolio management software that offers investment professionals a more efficient way 

to manage investments. It is a “network of networks” that provides management services 

 

17 See CANEPA, A., "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un 

"approdo" con offerta "à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 478. 

18 Dilution effect highlighted by ECB, "Implications of digitalisation in retail payments for the 

Eurosystem's catalyst role", July 2019, p. 6, "where payment takes place unnoticeably in a general 

automated process". 

19 See CANEPA, A., "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un 

"approdo" con offerta "à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 479, who 

considers that the novelty is the interface with the customer, i.e. the API. 

20 See EBA Guidelines on outsourcing arrangements, EBA/GL/2019/02 25 February 2019; ESMA, 

Final Report Guidelines on outsourcing to cloud service providers, ESMA50-157-2403, 18 December 2020 

and EIOPA, Guidelines on outsourcing to cloud service providers EIOPA-BoS-20-002, commented by 

CANEPA, A., "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un "approdo" con 

offerta "à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 488. 

21 According to ESMA (2021): "Digital platforms of relevance to the investment services sector can 

take different business models and offer a wide range of services. Models may include trading platforms, 

marketplaces or robo-advisers through which services such as portfolio management, data analytics or daily 

trading are offered, often including a mix of the above", in Report on Trends, Risks and Vulnerabilities, 

No. 2, p. 59. 
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to ten percent of the world's assets. From a technical point of view, Aladdin is a 

decentralised system that connects the systems of hundreds of asset managers, but from 

an economic perspective it is a centralised platform controlled by Blackrock. In turn, 

Alibaba Group's Ant Financial is a payment system with custody, robo-advisory and asset 

management services, as well as its own and other firms' credit, investment and insurance 

services. It is a true ecosystem with more than 1.3 billion users.22 

Digital financial platforms also include payments platforms operating in the Open 

Banking environment, crowdfunding platforms, crypto-asset platforms and so-called 

"Robo-Advisors". Among the market platforms, Six Group announced a new DLT 

infrastructure that aims to cover the issuance of tokens and their admission to trading, as 

well as the clearing, settlement and custody of digital assets, in order to attract global 

institutional liquidity through an ecosystem driven by digitalisation.23 

These business models create new financial ecosystems with market power, 

governance issues and regulatory needs. 

III. THE USE OF DISTRIBUTED REGISTRATION TECHNOLOGIES 

The proliferation of decentralised finance can be seen as a phenomenon that runs 

counter to the platformisation of financial services. However, it is one of the most 

powerful tools of platformisation. The use of Blockchain and other distributed ledger 

technologies makes it possible to offer financial services in a decentralised way.24 It is a 

young technology that needs to mature.25 

 

22 CROXSON, K., VALLETTI, T., GAMBACORTA, L., & FROST, J. (2022), "Platform-based 

business models and financial inclusion", BIS Working Papers, No 986, p.11. 

23 See Tim GRANT (2021), "Building next-generation institutional Digital Market Infrastructures", 

Alastria Legal, No. 03, pp. 22-29. 

24 According to Georgios DIMITROPOULOS (2020): "Cryptocurrencies and the broader category of 

cryptoassets helped spearhead blockchain technology, but blockchain technology is much more than a 

technology for cryptoassets", in "The Law of Blockchain", Wash. L. Rev. 95, p. 1131. 

25 According to Michael SCHILLIG: "Like the internet protocol TCP/IP, which took more than 30 years 

to eventually reshape the economy, it may take blockchain decades to seep into society's economic and 

social infrastructure through gradual and steady adoption", in "'Lex Cryptographia,' 'Cloud Crypto Land' or 

What? - Blockchain Technology on the Legal Hype Cycle", King's College London Law School Research 

Paper Forthcoming, 2021, available at https://ssrn.com/abstract=3804197 , p. 49. 

https://ssrn.com/abstract=3804197
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The term "DeFi" is used to refer to the "decentralised provision of financial services".26 

It is a development of the Bitcoin Blockchain ecosystem that makes use of the ABCD of 

new information technologies (AI, Big Data, Cloud and DLT). It combines trading, 

lending and investment protocols, with cryptoassets that facilitate fund transfers.27 

DeFi was born with Bitcoin and developed with Ethereum and the use of so-called 

smart contracts.28 They are based on the idea that DLT makes it possible to eliminate 

borders and dispense with centralised control, leaving aside the regulation and 

supervision of the authorities.29 They are deployed as decentralised systems, token 

ecosystems, a new form of wealth representation that is more efficient than book entries. 

They are born as an alternative financial system with a parallel design with pretensions 

of being alegal, so that it can operate outside the legal system (alegality by design).30 It is 

a "political artefact",31 a bet against monetary sovereignty. They are network systems that 

facilitate the use of data by the promoter platform, which allows for the optimisation of 

service provision. They operate in layers ranging from the products and services resulting 

 

26 According to F. SCHÄR, decentralised finance "generally refers to open financial infrastructures built 

upon public smart contract platforms, such as the Ethereum blockchain", in "Decentralized finance: On 

blockchain-and smart contract-based financial markets", Federal Reserve Bank of St. Louis Review, 

Second Quarter 2021, p. 153. DeFi provides financial services without centralised intermediaries, by 

operating through automated protocols on blockchains" according to ARAMONTE, S.; HUANG, W.; 

SCHRIMPF, A. (2021), "DeFi risks and the decentralisation illusion", BIS Quarterly Review, p. 21. 

27 ARAMONTE, S.; HUANG, W.; SCHRIMPF, A. (2021), "DeFi risks and the decentralisation 

illusion", BIS Quarterly Review, p. 21. 

28 "Self-enforceable software implemented on a blockchain platform", for F. GRECO (2021) in "Smart 

contracts in the financial sector", Rivista di Diritto Bancario, j, pp. 607-608. 

29 Financial platforms are a regulatory mechanism. See ZETZSCHE, Dirk A.; ARNER, Douglas W.; 

BUCKLEY, Ross PÁGS. (2020), "Decentralized finance", Journal of Financial Regulation, vol. 6, no. 2, 

pp. 172-203, passim; going so far as to state that: ""code is law", with technology replacing state-based 

legal systems" (p. 184). In general, platform software determines the protocol of products and services 

offered through applications in a "progressive substitution of public regulation by private regulation" 

CANEPA, A., "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un "approdo" con 

offerta "à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 484, adding a jurisdictional 

role in the resolution of defaults (pp. 484-485). 

30 According to the notion developed by DE FILIPPI, P., MANNAN, M. and REIJERS, W. (2021) "The 

Alegality of Blockchain Technology", Policy and Society, Cambridge University Press. 

31 See DE FILIPPI, P., MANNAN, M. and REIJERS, W. (2021) "The Alegality of Blockchain 

Technology", Policy and Society, Cambridge University Press. 
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from distributed registry technology to the applications that enable access to the products, 

to the networked services provided through the platforms.32 

In theory, DeFi makes it possible to overcome borders, jurisdictions and control by 

authorities.33 It is the ultimate expression of open finance with democratisation of finance 

and functional improvements.34 But there is no pure system of decentralised finance.35 

The degree of decentralisation varies from protocol to protocol.36 There are always 

custody or cloud services that are centralised or at least allow centralised analysis of the 

data captured by the applications. It is a disruptive phenomenon that is associated with 

disintermediation, but the fact is that the evolution of these data-driven platforms is 

 

32 For a discussion of the various layers of the DeFi architecture, see MUÑOZ PÉREZ, A.F., "Aspectos 

sobre las finanzas descentralizadas DEFI, protocolo de préstamos9 , Revista de Derecho del Mercado de 

Valores, n.º 29, 2021, Smarteca version, pp. . 5-7, who defines "three main layers: the fundamental 

settlement layer, the protocol layers and the interface layers that link them" (p. 5). 

33 From a legalistic perspective, see CFTC Commissioner Dan Berkovtiz, "Climate Change and 

Decentralized Finance: New Challenges for the CFTC", 8 June 2021, available at 

https://www.cftc.gov/PressRoom/SpeechesTestimony/opaberkovitz7, for whom: "A system without 

intermediaries is a Hobbesian marketplace with each person looking out for themselves. Caveat emptor- 

"let the buyer beware"", concluding that "we should not permit DeFi to become an unregulated shadow 

financial market in direct competition with regulated markets". 

34 For "it allows to move from centralised analogue liquidity -based on bank current account deposits- 

to decentralised digital liquidity -tokens in digital wallets-", according to MUÑOZ PÉREZ, A.F. (2021), 

"Aspectos sobre las finanzas descentralizadas DEFI, protocolo de préstamos", Revista de Derecho de la 

Mercado de Valores, n.º 29, Smarteca version, p. 7. (2021). It has advantages from the regulatory point of 

view "in the form of system resilience due to multiple points of failure, transaction auditability, market 

transparency, and ability to augment automated compliance and improve oversight", in the opinion of 

AVGOULEAS, E. and SERETAKIS, A. (2021), "Governing the Digital Finance Value-Chain in the EU: 

MIFID II, the Digital Package, and the Large Gaps between!", European Company Law and Financial Law 

Review, p. 33. This principle contrasts with the reality of DeFi applications, where "in the absence of 

regulation, fraud, hacks and so-called rug pulls have become rampant", according to CARSTENS, A. 

(2022), "Digital currencies and the soul of money". 

35 In this sense, MUÑOZ PÉREZ, A.F. (2021) considers that "most DeFi projects have a certain degree 

of centralisation, which generally means having an identifiable intermediary that would be the responsible 

entity within MiCA", in "Aspects sobre las finanzas descentralizadas DEFI, protocolo de préstamos", 

Revista de Derecho del Mercado de Valores, n.º 29, Smarteca version, p. 12. 

36 See KATONA, T. (2021), "Decentralized Finance - The Possibilities of a Blockchain "Money Lego" 

System", Financial and Economic Review, Vol. 20, Issue 1, p. 96; for whom "the concept of 

decentralization can sometimes be misleading, as there may be actors who are able to access the system in 

some way (e.g. with admin keys), whether to update a smart contract or initiate an emergency shutdown". 

https://www.cftc.gov/PressRoom/SpeechesTestimony/opaberkovitz7
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tending towards concentration and oligopoly.37 Operating in a decentralised way is not 

incompatible with market power-creating reconcentration.38 

The legal analysis of this phenomenon should not be affected by the polarisation 

between enthusiasts and sceptics of decentralised finance, a debate catalysed by Bitcoin 

as a disruption that is supposed to democratise finance, displace fiat currency and do away 

with financial intermediation and banks.39 It is worth distancing ourselves from this 

controversy to demystify these phenomena and analyse their regulatory aspects. 

Displacing the regulatory state in digital finance is a mere promise, a political ideal. This 

analysis starts from the market reality to describe the evolution of finance towards 

platformisation, a phenomenon that may create a risk for the financial system as a whole. 

A legal analysis of this phenomenon requires an understanding of the business models of 

financial platforms and an examination of their governance problems, in order to propose 

a new legal framework based on dialogue between the Fintech industry, regulators and 

the contribution of scientific doctrine.40 

 

37 Although blockchain is decentralised by design, the risk of centralisation is effective, "mining pools 

and cloud mining can de facto lead to anticompetitive practices" according to Giovanna MASSAROTTO 

(2021), "Can Antitrust Trust Blockchain? ", available in SSRN, p. 16; forthcoming Algorithmic Antitrust, 

Springer. See ZETZSCHE, D. A., BIRDTHISTLE, W. A., ARNER, D. W., & BUCKLEY, R. PÁGS. 

(2020), "Digital Finance Platforms: Toward a New Regulatory Paradigm", U. Pa. J. Bus. L. There is an 

illusion of decentralisation (ARAMONTE, S.; HUANG, W.; SCHRIMPF, A. (2021), "DeFi risks and the 

decentralisation illusion", BIS Quarterly Review, pp. 21-35: for whom "platforms have groups of 

stakeholders that take and implement decisions, exercising managerial or ownership benefits", p. 33). 

38 According to Primavera DE FILIPPI and Xavier LAVAYSSIÈRE (2020): "left to the invisible hand 

of the market, blockchain-based applications are likely to evolve into increasingly centralised platforms, 

with the emergence of new intermediary operators and new potential incumbents", in "Blockchain 

technology: Toward a decentralized governance of digital platforms? ", p. 204. 

39 As with any disruptive technology, one moves from illusion to disillusionment to the slow and 

progressive consolidation of the alternative. See SCHILLIG, M. (2021), "'Lex Cryptographia,' 'Cloud 

Crypto Land' or What? - Blockchain Technology on the Legal Hype Cycle", King's College London Law 

School Research Paper Forthcoming, passim. 

40 For Marlene AMSTAD (2019): "fintech industry, and academia engage in an open dialogue to assure 

a common understanding of fintech activities and business models, as well as the motivation and 

implementation of regulatory measures", in "Regulating fintech: Objectives, principles, and practices", 

Asian Development Bank Institute Working Paper Series, vol. 1016, p. 11. 
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IV. GOVERNANCE ISSUES 

Centralised and decentralised finance are not watertight compartments. They have 

permeable boundaries.41 In fact, there is a convergence of business models with a risk of 

operational risk contagion.42 The acquisition of decentralised DLT- based businesses by 

traditional banks create a systemic risk.43 On the other hand, there is a risk of turning 

finance into a game that exploits cognitive biases and pathological gambling as an 

addiction to electronic or gambling games.44 In turn, the technological dependence of 

these business models increases the security risk.45 They are networked giants with 

market power. They operate with a certain degree of opacity, which creates governance 

problems. In particular, decentralised finance can undermine the rule of law as it raises 

challenges of determining the applicable law, compliance and data protection. For all 

these reasons, financial platforms, irrespective of their degree of decentralisation, need to 

have effective governance with adequate risk control to ensure the protection of users of 

their services and the stability and integrity of the financial system. 46 

 

41 For ESMA (2021), porous boundaries between the traditional CeFi and DeFi "increasing the risks of 

potential spillover of DeFi risks to the real economy", in Report on Trends, Risks and Vulnerabilities, No. 

2, p. 57. 

42 For EBA (2021): The "use of digital platforms, elevates operational risk, notably information and 

communication technology (ICT) risks, due to dependencies on third-party providers" and "new 

compliance challenges may arise in relation to data access", with "new forms of reputational and conduct 

of business risk arising from dependencies on third-party platforms" and "lack of supervision over large 

technology providers", in Report on the use of Digital platforms, pp. 33-34. 

43 In this regard, the European Central Bank considers that digitalisation "can support the transformation 

of banks' business models with a view to increasing profitability in the longer term, but it also exposes 

vulnerabilities related to existing IT deficiencies and susceptibility to cybercrime and operational 

disruptions", in Assessment of risks and vulnerabilities for 2021. "The growth of DeFi poses financial 

stability concerns" according to ARAMONTE, S.; HUANG, W.; SCHRIMPF, A. (2021), "DeFi risks and 

the decentralisation illusion", BIS Quarterly Review, p. 33. 

44 Digital platforms pose risks to retail investors with "zero costs" as marketing strategy and use of 

"gamification" and further concerns about data security and data use by robo-advisors, using social media 

and influencers", that "may facilitate runs" (ESMA, Report on Trends, Risks and Vulnerabilities, No. 2, 

2021, pp. 59-60. 

45 ZETZSCHE, Dirk A.; ARNER, Douglas W.; BUCKLEY, Ross (2020), "Decentralized finance", 

Journal of Financial Regulation, vol. 6, no. 2, pp. 190-191. 

46 ZETZSCHE, Dirk A.; ARNER, Douglas W.; BUCKLEY, Ross (2020), "Decentralized finance", 

Journal of Financial Regulation, vol. 6, no. 2, pp. 184-190. 
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A system of decentralised finance cannot function without good governance. To 

achieve this governance, it is important to start by lifting the veil of decentralisation.47 

Decentralised finance systems can be designed to operate permissionless under consensus 

or permissioned like Facebook's Libra system.48 Permissionless systems are based on 

infrastructure or on-chain governance, with proof of work; alternatively, consensus 

mechanisms have been developed among the majority of token holders with voting rights 

(proof of stake).49 In any case, the consensus mechanism that was born with Bitcoin has 

limitations. It is described as immutable and infallible, capable of functioning without the 

need for trusted third parties (trustless). But we must distinguish between confidence in 

mathematical algorithms, and trust in Blockchain-based systems with multiple actors. It 

is natural to have confidence in the certainty of algorithmic results, as an ordered and 

finite set of operations that allow us to find the solution to a problem. A different matter 

is the fiduciary relationship that can be created between a system that uses algorithms and 

its users. Bitcoin, for example, is based on a mathematical and cryptographic protocol, as 

such immutable, capable of functioning without trusted third parties, but Bitcoin as an 

alternative monetary system can only be consolidated with the trust of users in its 

governance system and its actors, whether developers, miners, custodians or 

intermediaries. Every financial system, including the one that emerges with decentralised 

ledger technology, is based on trust. Algorithms do not fail, it is the humans who use them 

who fail. There are incentives and conflicts of interest that can lead to manipulation of 

 

47 WALCH, A. (2019), "Deconstructing decentralization: exploring the core claim of crypto systems", 

in C. BRUMMER (ed), Cryptoassets: legal, regulatory, and monetary perspectives, Oxford University 

Press, pp. 67-68. 

48 Libra 1.0 was designed as a centralised system with permissions with the intention of becoming a 

decentralised system without permissions. However, in the face of opposition from the authorities, Libra.2 

no longer plans to convert to a permissionless system. As its white paper says: "In the first Libra white 

paper, we sought to achieve this goal by announcing our intention to eventually transition the network to a 

permissionless system. However, in the months since, a key concern expressed by regulators in a number 

of jurisdictions, including the Swiss Financial Market Supervisory Authority (FINMA), is that it would be 

challenging for the Association to guarantee that the compliance provisions of the network would be 

maintained if it were to transition to a permissionless network where, for example, no due diligence is 

performed on validators". 

49 Governance system that constitutes an element of centralisation for ARAMONTE, S.; HUANG, W.; 

SCHRIMPF, A. (2021), "DeFi risks and the decentralisation illusion", BIS Quarterly Review, p. 28; which 

can also serve as a basis for their recognition as legal entities, in the form of Decentralised Autonomous 

Organisations (DAOs). 
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the DeFi system from their very design. There are misunderstandings about the scope of 

security measures in blockchain-based systems.50 These systems are criticised for their 

lack of coherence because in case of need for example, in case of “states of exception”,51 

there is someone in charge of introducing variants in their design with fork decisions.52 

In this sense, the protocol changes adopted in Bitcoin and Ethereum show that there is 

someone in charge and that decision-making is not transparent.53 These changes reveal a 

lack of governance and accountability. The DeFi system software is not the service 

provider and cannot be controlled or held accountable.54 It is the party that maintains 

control or significant influence over the DeFi-system that is subject to control and 

liability. 

What is already evident is that it is a mechanism that favours the concentration of 

power.55 Participants are more concerned with capital accumulation and profit 

maximisation than with improving the governance of the system. There is a lack of 

 

50 Svein ØLNES, S. (2021) concludes that: "there seems to be some misconception regarding the 

security model of blockchains based on the PoW method" ØLNES, S., "Bitcoin and Blockchain Security 

A Study in Misconceptions", Norsk IKT-konferanse forskning og utdanning. 

51 Situations that call into question the governance of the system. See DE FILIPPI, P., MANNAN, M. 

and REIJERS, W., (2020) "Blockchain as a confidence machine: The problem of trust & challenges of 

governance", 62, p. 10, using as an example "TheDAO attack" of Ethereum "case of an emergency that 

calls for decision-making beyond the scope of ordinary procedures" (p. 11). 

52 "All DeFi platforms have central governance frameworks outlining how to set strategic and 

operational priorities, eg as regards new business lines" (ARAMONTE, S.; HUANG, W.; SCHRIMPF, A. 

(2021), "DeFi risks and the decentralisation illusion", BIS Quarterly Review, pp. 27-28). 

53 See WALCH, A., "Deconstructing decentralization: exploring the core claim of crypto systems", in 

C. BRUMMER (ed), Cryptoassets: legal, regulatory, and monetary perspectives, Oxford University Press, 

2019, with examples of concentration of power and decision-making in open DLT systems operating 

without permission (pp. 52-58). 

54 According to FATF, Updated guidance for a risk-based approach on virtual assets and virtual asset 

service providers (VASP), October 2021: A DeFi application is not a VASP under the FATF standards, as 

the Standards do not apply to underlying software or technology, however "creators, owners and operators 

or some other persons who maintain control or sufficient influence in the DeFi arrangements, even if those 

arrangements seem decentralized, may fall under the FATF definition of a VASP where they are providing 

or actively facilitating VASP services" (p. 27). In this regard, according to Application of FinCEN's 

Regulations to Certain Business Models Involving Convertible Virtual Currencies of 9 May 2019: "FinCEN 

regulations may apply to persons who use the DApp to conduct certain financial activities" (p. 27), 

considering that "DApps refer to software programs that run on distributed computing platforms-that is, 

platforms built across dispersed networks of computers designed to accomplish a shared objective" 

(footnote 77), i.e. DeFi applications. 

55 ARAMONTE, S.; HUANG, W.; SCHRIMPF, A. (2021), "DeFi risks and the decentralisation 

illusion", BIS Quarterly Review, p. 21. 
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formalised governance with control over the design of algorithms that incorporates good 

governance protocols. However, this infrastructure governance mechanism should be 

strengthened by the application of new technologies in the regulation and supervision of 

digital finance.56 There is a need to create an institution that protects decentralised 

systems as essential financial market infrastructures by applying a hybrid solution that 

combines the consensus mechanism with traditional governance tools.57 This governance 

of financial platforms should be accompanied by training programmes for the staff of 

institutions with financial and digital education of users. 

V. REGULATORY RESPONSE 

The need for specific regulation for financial services remains in the era of 

platformisation. Beyond improving governance, digital financial platforms require a 

specific regulatory response to ensure the integrity and stability of the financial system. 

This regulation can be ex-post through the traditional tools of competition law, 

sanctioning collusion, or abuse of dominant position by financial platforms. But ex-ante 

intervention through financial regulation is more appropriate. Fines for anti-competitive 

behaviour can affect market stability. It is preferable to pre-empt this with an open finance 

regime that promotes safety and responsible innovation. 

The proposed EU general regulation of trading platforms does not meet these 

objectives. It is true that financial platforms would be subject to the general ex-ante 

regime of the Digital Services Act (DSA) and the Digital Markets Act (DMA).58 But this 

general framework for digital services and markets is aimed at regulating Bigtech 

 

56 This is known as RegTech/SupTech. See ARNER, D. W., ZETZSCHE, D. A., BUCKLEY, R. PÁGS., 

& WEBER, R. H. (2020), "The Future of Data-Driven Finance and RegTech: Lessons from EU Big Bang 

II", Stan. JL Bus. & Fin. , 25, pp. 245-288. 

57 Primavera de FILIPPI and Xavier LAVAYSSIÈRE propose a hybrid solution combining 

Blockchain's consensus mechanism with traditional governance tools. in "Blockchain technology: Toward 

a decentralized governance of digital platforms?", The Great Awakening: New Modes of Life amidst 

Capitalist Ruins, A. GREAR and D. BOLLIER (eds.), 2020, p. 218. 

58 According to paragraph 13 of the Proposed Regulation on fair and equitable markets in the digital 

sector (Digital Markets Act): "Online intermediation services may also be active in the field of financial 

services". 
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platforms as gatekeepers. 59 This framework does not specifically aim to regulate 

gatekeepers to the financial market, nor does it require data sharing under the Open 

Banking model. Nor does it regulate financial risks in order to protect the integrity and 

stability of the financial market. In sum, the legal framework arising from the DSA and 

DMA needs to be complemented by a specific framework regulating financial services 

platforms. 

The regulatory response to digital finance has gone through three complementary 

phases. From "wait and see", it has moved on to trying to "adapt the rules to the new 

business models", to the step of "ad hoc regulation". 

The doctrine distinguishes between regulation by principles and regulation by rules. 

Regulation by principles is more flexible and more respectful of innovation. However, 

the financial crisis demonstrated the inadequacy of regulation by principles. It failed to 

prevent banking malpractice. Hence the strengthening of conduct of business rules, for 

example in the European Union with MiFID II. In the digital era, however, this contrast 

between principles and rules has given way to the Law-Testing Plan. The Law establishes 

the regulatory framework with clear principles that delimit the IT protocol. In this way, 

the Law is complemented by the protocol contained in the applications used by digital 

platforms. Where this Law-Protocol relationship is most clearly manifested is in 

"Regulatory Sandbox". 

In order to understand new business models and the risks generated by financial 

platforms, regulators are equipped with so-called "innovation enablers", including 

Regulatory Sandboxes. These mechanisms allow new products to be tested, but also new 

 

59 See AKMAN, P. (2022), "Regulating Competition in Digital Platform Markets: A Critical 

Assessment of the Framework and Approach of the EU Digital Markets Act", European Law Review, 

available at https://ssrn.com/abstract=3978625 , who analyses the 17 obligations included in the DMA, 11 

prescriptive and 7 prohibitive, drawn from antitrust cases that affect both the structure of the market open 

to competition (contestability) and the fairness of platforms' conduct (fairness). See also ARROYO I 

AMAYUELAS, E. (2021), " El derecho de las plataformas en la Unión Europea", in AAVV, Servicios en 

plataforma. Estrategias regulatorias, pp. 21-70, who highlights the duties of transparency as the basis of the 

WFD. In principle, due to the nature of the services they provide, the measures to assess and mitigate the 

systemic risk of dissemination of unlawful content or negative impact on fundamental rights or public 

security in Articles 26 and 27 DSA are not relevant for financial platforms, but they may be affected by the 

regime of recommendation schemes in Article 29 DSA. 

https://ssrn.com/abstract=3978625
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regulations.60 They allow pilot regimes to be developed, such as the one planned in the 

European Union for cryptocurrency infrastructures.61 In this way, the authorities maintain 

a permanent dialogue with the platforms and share information in order to understand 

their business models in search of a coordinated regulatory response. They create 

innovation forums and Sandboxes to achieve responsible innovation by balancing 

innovation and security. Their actions are aimed at updating the perimeter of regulated 

entities and monitoring the risks associated with the handling of data by financial 

platforms. The Law-Protocol scheme is applied. 

The truth is that pre-digital regulation described as analog is inadequate to regulate the 

phenomenon of digital financial platforms. The traditional financial regulatory objectives 

of integrity and stability remain, but as the mode of delivery of financial services changes, 

regulation must be ad hoc. Financial services are now delivered through data-driven 

platform applications. By changing the way services are delivered, content is affected, 

combining services and offering previously unknown services such as comparators.62 

Global platforms that create financial ecosystems need and require specific regulation 

adapted to their needs.63 But their complexity and cross-sectoral nature makes it difficult 

to make progress in their regulation. It requires global coordination with collaboration 

between sectoral authorities that is far from being achieved. However, steps are being 

taken to regulate financial platforms with a more specific business model. Thus, in the 

European Union, the second Payment Services Directive (PSD2) laid the foundations for 

 

60 This leads to a distinction between "Testing products vs. testing policy", the former being a sandbox 

for assessing new business models, and the latter for developing the regulatory and supervisory frameworks 

best suited to digital innovation, strictly speaking a "Regulatory Sandbox". See ARMSTRONG, H., BÁRD, 

I. and ENGSTRÖM, E., Approaches to facilitate, support and enable innovation, Final Report, BEIS 

Research Paper Series Number 2020/003 , p. 24. 

61 Proposal for a Regulation on a pilot scheme for market infrastructures based on decentralised registry 

technology, Brussels, 24.9.2020, COM (2020) 594 final. 

62 AVGOULEAS, E. and SERETAKIS, A. (2021), "Governing the Digital Finance Value-Chain in the 

EU: MIFID II, the Digital Package, and the Large Gaps between!", European Company Law and Financial 

Law Review, p. 32, according to which "the platform can become the advisor, distributor and manufacturer 

of products". 

63 For a state of play, see the Memorandum of the Committee on Financial Services to the hearing 

"Digital Assets and the Future of Finance: Understanding the Challenges and Benefits of Financial 

Innovation in the United States", held on 8 December 2021, in which representatives of major cryptoasset 

operators participated. 
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promoting and regulating payment platforms.64 In turn, there is a regulation for 

crowdfunding platforms, which arose in principle as a response to the proliferation of 

national rules that constituted a threat to the Capital Markets Union. There is also a 

political agreement to regulate cryptocurrency platforms according to a catalogue of 

services similar to the MiFID system.65 Digital advisory platforms, known as Robo-

advisors, otherwise lack specific regulation.66  

Against this background, we can extract some principles common to digital financial 

platforms, regardless of their business model, which can serve as a starting point for future 

regulation of digital financial platforms. Let us anticipate here the four main ones, relating 

to responsible innovation, financial conglomerates, rules of conduct and experimentation 

through regulatory Sandboxes. 

The starting point is Open Banking, which the European Union has decided to extend 

to all finance by 2024 (Open Finance).67 Open Banking's principles of data sharing and 

transaction security provide a solid basis for regulating digital financial platforms.68 On 

the one hand, competition must be boosted by ensuring that customers can share their 

 

64 See by the author (2021), "Digitalisation of payment services", in The digital economy: regulatory, 

contractual and competition aspects, M. P. PERALES VISCASILLAS and A. ROBLES MARTÍN- 

LABORDA (eds.), pp. 179-218. 

65 See EU Council press release: "Digital Finance Package: Council reaches agreement on crypto-asset 

markets and digital operational resilience", 24 November 2021. For the interaction between MiCA and 

DeFi see: MAIA, G., and VIEIRA DOS SANTOS, J. (2021), "MiCA and DeFi ('Proposal for a Regulation 

on Market in Crypto-Assets' and 'Decentralised Finance')". Forthcoming article in" Blockchain and the law: 

dynamics and dogmatism, current and future, available at SSRN, for whom: "DeFi projects that arise high 

risks should be obliged to be registered and authorised by a financial regulator as their developers and token 

holders to ensure accountability" (p. 17). 

66 They are still in the adaptation phase. There are only ESMA guidelines on how to apply suitability 

requirements to automated advice. See by the author (2021), " Automated advisory services " , in Legal 

and Economic Perspective of the FinTech Phenomenon, M. CUENA CASAS and J. W. IBÁÑEZ 

JIMÉNEZ (eds.), pp. 340-371. 

67 Communication on a Digital Finance Strategy for the EU, Brussels, 24.9.2020 COM (2020) 591 final, 

p. 16, ensuring "equitable access to platforms for all financial service providers". 

68 Open Banking "demonstrates that it is possible to develop workable frameworks for safe access to 

data, thereby overcoming technical challenges and misaligned incentives", according to VEZZOSO, S. 

(2021), "Competition Policy in Transition: Exploring Data Portability's Roles", Journal of European 

Competition Law & Practice, Vol. 12, No. 5, p. 368. The first evaluations identify certain operational 

obstacles that need to be overcome to ensure its implementation. See BANCA D'ITALIA (2021), PSD2 

and Open Banking: nuovi modelli di business e rischi emergente, pp. 8, 13-15. 
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data with third-party service providers via applications.69 To achieve this goal, 

communication between systems, i.e. interoperability of Apps, must be ensured.70 On the 

other hand, open finance needs to reinforce security with digital identity and strong 

authentication systems such as those tested in Open Banking. 

Secondly, financial platforms constitute a new market subject to be regulated from the 

perspective of financial conglomerates.71 

Thirdly, new regulation must build on the MiFID system, with conduct of business 

rules covering product governance and adequate client protection. The development of 

product governance in digital finance leads to the control of algorithms, with the 

regulatory focus shifting from transparency to governance.72 Product design in digital 

finance takes place through algorithms and product governance becomes algorithm 

control (algo-governance). The best model for regulating financial platforms therefore 

remains entity-based regulation, specifically of financial platforms, as opposed to 

activity-based regulation.73 What characterises financial platforms is the use of 

technologies that enable data analysis, combining and creating new financial products 

 

69 With reciprocity so as not to favour BigTech. In the same way that bank customers can share data 

with BigTech, BigTech customers should be allowed to share data with banks. See DI PORTO, F. and 

GHIDINI, G. (2020) ""I Access Your Data, You Access Mine": Requiring Data Reciprocity in Payment 

Services", IIC-International Review of Intellectual Property and Competition Law, volume 51, pp. 326 and 

327, completing PSD2 with a reciprocity clause in the terms expressed by these authors. 

70 Which goes beyond data portability. See VEZZOSO, S. (2021), "Competition Policy in Transition: 

Exploring Data Portability's Roles", Journal of European Competition Law & Practice, Vol. 12, No. 5, p. 

361. 

71 MARTÍNEZ RESANO, J.R. (2021), "Regulating for competition with BigTechs: banking-as-a- 

service and "beyond banking"", Revista de Estabilidad Financiera, no. 41, p. 135. See also CANEPA, A. 

(2021), "Big Tech e mercati finanziari: "sbarco pacifico" o "invasione"? Analisi di un "approdo" con offerta 

"à la carte"", Rivista Trimestrale di Diritto dell'Economia, 3/2021, p. 495, and E. NOBLE (2020), "The 

Next Generation of Financial Conglomerates: BigTech and Beyond", who proposes updating the definition 

and content of the regulation of financial conglomerates to meet the challenges posed by the incursion of 

BigTech in financial activities, with particular attention to operational and reputational risks. 

72 PARACAMPO, M.T. (2018), "L'adeguatezza della consulenza finanziaria automatizzata nelle linee 

guida dell'ESMA tra algo-governance e nuovi poteri di supervisione", Rivista Diritto Bancario, n. 3, p. 543, 

which implies that: "Il vero destinatario della vigilanza diviene così l'algoritmo e la robustezza della 

struttura di supporto" (p. 554). 

73 See RESTOY, F. (2021), "Regulating fintech: is an activity-based approach the solution?", Speech 

delivered virtually to the fintech working group at the European Parliament, vol. 16; available at 

www.bis.org/speeches/sp210616.htm. 

http://www.bis.org/speeches/sp210616.htm


F. ZUNZUNEGUI How to regulate digital financial platforms: A research agenda 

 

19 

 

and services. This is a regulation of platforms as a new subject of the financial market. 

This gives rise to a law on financial platforms that goes beyond regulation by silos. 74 

Fourth and finally, regulation must be kept open to innovation. Good regulation is the 

best guarantee for the safe development of the activity of financial platforms. To achieve 

this goal, experimentation with new forms of regulation and supervision incorporating 

Blockchain and other distributed record-keeping technologies is needed. Pilot regimes 

and innovation enablers, in particular Regulatory Sandboxes, can contribute to this 

renewal. A ban on financial platforms should be ruled out. This is without prejudice to ad 

hoc intervention by the authorities to address systemic risk or to prevent the use of 

platform services for criminal activities such as drug trafficking or terrorism. However, 

some prestigious authors propose that the State should take over the management of the 

platforms that provide digital finance infrastructures, as is already the case with the 

infrastructures of major payment systems.75 Indeed, central banks' digital money projects 

are a public response to the threat of stable cryptocurrencies such as Facebook's Libra, 

which uses a pool of fiat currencies as backing. From this perspective, monetary 

sovereignty is defended as a public good.76 

VI. CONCLUSIONS 

The platformisation of financial services is a digital market trend that generates 

undoubted advantages, but also significant risks. Financial regulation must respond to 

 

74 See AVGOULEAS, E. and SERETAKIS, A. (2021), "Governing the Digital Finance Value-Chain in 

the EU: MIFID II, the Digital Package, and the Large Gaps between!", European Company Law and 

Financial Law Review, p.32, who consider that the MiFID approach needs to be rethought "the only way 

to counter the eminent threat of control of EU financial market infrastructure (FMI) by dominant one-shop 

platforms owned by Big Tech or Big Finance" (p.33). 

75 ZETZSCHE, Dirk A.; ARNER, Douglas W.; BUCKLEY, Ross PÁGS. (2020), "Decentralized 

finance " , Journal of Financial Regulation, vol. 6, no. 2, pp. 200-201, that "can take various forms, ranging 

from taking a stake, comanagement, and public coordination by a regulator or central bank to full ownership 

of a decentralized system or network" (p. 200). "Very often, private sector platform services are built on 

top of a public sector infrastructure, such as government digital identity (ID) initiatives, enhancements to 

real-time gross settlement systems (RTGS) and retail fast payment systems (FPS)" (CROXSON, K., 

VALLETTI, T., GAMBACORTA, L., & FROST, J. (2022), "Platform-based business models and financial 

inclusion", 2021, BIS Working Papers, No. 986, p. 24). 

76 See CARSTENS, A. (2022), "Digital currencies and the soul of money", for whom: "Unlike 

stablecoins, CBDCs do not need to borrow their credibility". 
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this phenomenon by ensuring that the integrity and stability of the financial market is 

preserved in the new environment. The development of digital financial platforms and 

so-called decentralised finance (DeFi) converge in the platformisation of financial 

services. This requires a regulatory response that anticipates the manifestation of a 

potentially systemic risk. 

The main problem for financial platforms is the lack of governance, exacerbated by 

the use of distributed ledger technologies. These decentralised finance business models 

call into question compliance with traditional rules of conduct, in particular those related 

to product governance aimed at ensuring that the offering meets customer needs. It is 

technology that can provide the solution to this market failure. Algorithms and smart 

contracts allow the development of internal governance systems that are very useful for 

the platforms themselves and for their oversight by authorities. However, this 

infrastructure governance should be complemented by traditional governance. Thus, the 

governance of financial platforms, which increasingly make use of distributed ledger 

technologies, should be hybrid, combining traditional governance with governance 

embedded in the infrastructure itself. 

Moreover, in the European Union, the Digital Services Act and Digital Markets Act 

do not exclude digital financial platforms from their scope. But this legal framework is 

insufficient to guarantee the integrity and stability of the financial market. Thus, the legal 

framework for the digital market needs to be complemented by specific regulation of 

financial platforms with an approach tailored to the nature and business model of each 

platform. Regimes already exist for open banking and crowdfunding platforms and an 

advanced proposal for crypto-asset platforms. A pilot regime for market infrastructures 

is also envisaged. From these rules it is possible to draw common principles that should 

govern financial platforms irrespective of their business model and the scope of their 

activities. In this respect, Open Finance, which allows secure data sharing to access third-

party services, and algo-governance should be part of these common principles. These 

common principles would allow the development of global standards while strengthening 

cooperation between authorities. Indeed, platformisation creates a risk of market 

concentration and data abuse that calls for coordination between financial authorities and 

between financial authorities and competition and data protection authorities. 
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